SSO USER MANUAL

Setup Single Sign-0n with Compliance Platform
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1. Introduction

Single Sign-0n (SS0) is a feature of the EQS Compliance
Platform to identify and authenticate user accounts between
your central user management provider and the EQS
Compliance Platform to automize the identity lifecycle
management. With Single Sign-On you avoid the password
management trouble for your users.

In order to configure SSO for Compliance COCKPIT, you will need a user there. Usually, a user should

already have been created for you. Please check your mails for an email with the subject “Welcome to
EQS Compliance COCKPIT!" and activate your account by choosing a password.

If you didn't receive this email, please contact your product responsible and request creation of a user
for you.

In case, there is any issue with your SSO, EQS can deactivate it for you. Then, you will be able to log in
with your password again to check the configuration and fix any issues
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2. Protocols

EQS Compliance Platform integrates any identity provider that
supports the SAML or OpenlD Connect protocols.

The SSO implementation doesn't include any permission management or user provisioning. All users
will need to be created in Compliance COCKPIT separately and their permissions within the COCKPIT
will be managed there as well.

2.1 SAML

SAML is an acronym used to describe the Security Assertion
Markup Language (SAML). Its primary role in online security is
that it enables you to access multiple web applications using
one set of login credentials. It works by passing authentication
information in a particular format between two parties, usually
an identity provider (IdP) and a web application.

2.1.1 Microsoft Entra

In this section we are going to setup SSO with Microsoft Entra, Microsoft's application to automate
identity lifecycle management.

This is done via the following steps:

Create an enterprise application in your Azure portal at https://portal.azure.com.

Create and configure a new SAML connector within EQS Compliance Cockpit.

Configure the Azure enterprise application with EQS Compliance Cockpit Service Provider.
Activate and start using Single Sign-On.

NN

2.1.1.1 Step-by-Step Process

1. Loginto EQS Compliance Cockpit with your user credentials.

2. Click the gearicon on the top-right to open the settings sidebar.

3. Select “Global” and expand the SSO Configuration section, then click the “Add SSO configuration”
button to open the connector creation dialog.



https://portal.azure.com/
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Global Settings

SSO Configuration

Configure SSO

You haven't set up any SSO Configuration yet.

~

Add SSO configuration

@ Settings

< Global

4. Enter aname for your SAML connector and the Metadata URL from your Enterprise Application, if
available, then click the “Create” button.

Add new SSO configuration

What SSO configuration type do you want to add?
@ samL () OpenlD Connect

550 name (required)

[ Azure Portal Enterprise Application

Metadata URL/ URL (f filled,

[ - i i 12007-0|
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A new connector configuration panel is shown in the “SSO Configuration” section. If you entered a
valid Metadata URL in the creation process, the red marked fields SSO URL, Entity ID, SAML
Signing Certificate, should be automatically filled, if not please fill them with the information
from your Enterprise Application. Do not worry about the Attribute mapping for now (Steps 12
and 13).

@ Settings
+ Add 550 configuration

CT-QA-SSO-Azure-SAML  sam ~ €@ ss0 Configuration

9 DataSync Configuration

@ i you need help configuring 550, please read our manual x

O scivate 550 for togin Delete S50 configuration

ion name (required) *550 URL {required)

CT-QA-550-Azure-SAML in. line.com/64 311 15-4 4 79/sami2

*Eniity 1D (required) Metadats URL

https://sts. windows net/64 3fbb 5-4 45b-c5bb8BAbCS7! https:ffiogin i 43fbbdc

Attribute mapping

O €employee ID

quined)

http:/f

MIICBDCC AdigAwIBAgIGHTTNRjdMaF PKYZLIULo 7] i DATMTIWMAYDVG y Qg@XpTcmUgRMVKZXIhdGVKIFNT TyBDZX J0aWZpYZFOZ TAeF W
OyMZAIMTMxNTEWM]ZaFwOyNASMTMxN s MTKUIpY3Jvc29mdC y WRICmFOZWQgU! il XRIMIEIA i QEFAA
acAQEA OV

Mo EAL

https://api-compliance.egs.qaldata-center/api/ssoisaml/metadata/b207ba7a-18be-4c0d-0a98-da8c041bfalb &0
Advanced Settings

By disabling this, user will be able to login, independent of the way the user authenticates via SSO (e.g. Password, MFA, etc)

@D RequestedAuthnContext

It also displays the Service Provider Metadata URL, which contains the Entity ID and the
Assertion Consumer Service URL. This data is going to be configured in your Azure enterprise

& Settings

+ Add S50 configuration

CT-QA-SS0-Azure-SAML sant ~ €3 550 Configuration
93 DataSync Configuration
@ If you need help configuring S5O, please read our manual x
ion name (e +550 URL frecuied

CT-QA-SS0-Azure-SAML https:fflogin.micrasoftonline.com/643fbbdc-a0aS-Abec-B45b-c5bb98dbe579/sami2

*Entty D (requirea) Metasts URL

https://sts.windows.net/643fbbdc-a0a5-4 45b-c5bb9BADCSTS https:fflogin 5b

Attribute mapping
@ Emailaddress () Employee ID

AltTote name (requined)

http:/fs

*SAML sigring certifcate in raw formt {required)
MIICBDCCAdigAwIBAgIGHTTNRjdMaF PKYZLULo 7 i DATMTIwMAYDVG y Qg@XpTcmUgRMVKZXIhdGVKIFNT TyBDZX J0aWZpVZFOZ TAeF W
OyMZAZMTMNTEWMZaFwWOyNJASMTMxN i MTKUIBY 3 ve29mdC y WRICmFOZWQgU miYXRIMIEIA i QEFAA
OCAQBAMIIBCGKCAQEAWYKTGIWSIWC 4505 x9ZEW7k8jfgLCGMTIKIgnOHSRCYP1SnIChyfoN Y+ IMwOtSWVIGRTOBLG/ TpL 3kkoHfcOVEZ7trgXnSXaq. +17aBH1DMBIeQ.BaNZykjiB2M
https://api-compliance.eqs.qa/data-center/api/sso/saml/metadata/b207ba7a-16be-4c0d-9a98-daBc041bfalb &0

Advanced Settings
By disabling this, user will be able to login, independent of the way the user authenticates via S50 (e.g. Password, MFA, etc)

@D RequestedAuthnContext

You can copy the URL and open it on a browser or just download it as an XML file, in order to find
the Entity ID and Assertion Consumer Service URL information.
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€« > ¢ = 193c09ff-c59c-4e71-balf-b183917451e8 ¥ ® o

[«

2 Finishupdate }

(D EQS [ EQSApps [ EQSInfo [ EQSKnowledge [ Control Tower [ DataSyne/SSO [ Tools [J DesignUUX [ Blogs [ Pessoal 4 travel request

This XML file does not appear to have any style information associated with it. The document tree is shown below.

gcheDuration="PT6048005"

urn:oasis:names:tciSAML:2.@:protocol"s

v<nd:KeyDescriptor igning">
v<ds:KeyInfo xmlns:ds="http://www.w3.0rg/2008/89/xnldsigi">

v<ds:X509Data>

<ds:X509Certificate>MITEXDCCAQWCCQDKKAOC1Ucqj ANBgkghkiGIwBBAGs FADAKMS TWIAYDVQQDDBj b2 1wbG hbmN1LmVx c2NvY2 twaXQuY29 tMBAXDTT ZMDUXN j EBNTkyM LoXDTMZMDUXMZEBNTkyM LowIDE iMCAGATUEAWWZY29tcG:
</ds:X509Data>
</ds:KeyInfo>
d

<nd:AssertionConsunerService Bil “https://datacenter.eqscockpit.con/api/sso/saml/acs/193c@9ff-c59c-4e71-balf-b183917451e8"|
TITER=T
v<nd:AttributeConsumingService index="1">
<md:ServiceName xml:lang="en">EQS Service Provider</md:ServiceName>
<md:RequestedAttribute Name="email" NameFormat="urn:oasis:names:tc:SAML:2.@:attrname~format:basic" FriendlyName="email" isRequired="true"/>
</md: AttributeConsumingService>
</md:SPSSODescriptor>

</md:EntityDescriptor>

Open https://portal.azure.com and find your enterprise application, your IT department may want
to create anew one. The enterprise application has user groups assigned to it and manages the
user provisioning. Once you have your enterprise application open, you can configure it by
clicking on “Single sign-on”.

[ & Copilot

_ e o

Enterprise applications | All applications

£Qs [N | Overview X

Enterprise Application

Home

= Properties
. Overview P
. Copy 1o clipboard
[0} Deployment Plan Hame
o
K Diagnose and solve problems
Application 1D @
v Manage =
{1l Properties ObjetiD @
28 Owners Q91

L. Roles and administrators

Getting Started
8 Users and groups

D single

on

D Provisioning ‘.‘ 1. Assign users and groups

Provide specific users and groups access
to the applications

_3 2. Set up single sign on
Enable users to sign into their application
using their Microsoft Entra credentials

© Self-senvice

> Security
3 Activity

> Troubleshoating + Support

Assign users and groups Get started

C 4 Self service
Enable users 10 request access to the
application using their Microsoft Entra
credentials

Get started

What's New

s Signin charts have moved!
T8 e new insights view shows sign i info alang with other useful applicatian data. View insights

iy
o

Delete Application has moved to Properties

You can now delete your application frem the Properties page. View properties

Getting started has moved to Overview
The Getting Started page has been replaced by the steps above

‘533 3. Provisien User Accounts

Automatically create and delete user
accounts in the application
Get staried



https://portal.azure.com/
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9. Ontheonboarding page, select "SAML" to start configuring the Single sign-on.

e o =

Home > Enterprise applications | All applications > EQS DataSync SSO Training

3 EQS DataSync SSO Training | Single sign-on x

Enterprise Appiication

Single sign-on (SSO) adds security and convenience when users sign on to applications in Microsoft Entra ID by enabling a user in
your organization to sign in to every application they use with only one account. Once the user logs into an application, that
credential is used for all the other applications they need access to. Learn more.

Overview

[0} Deployment Plan

K Diagnose and solve problems
~ Manage Select a single sign-on method  Help me decide
1l Properties
& Owners
® Disabled {3 SAML a Password-based
& Roles and administrators Single sign-on is not enabled. The user Rich and secure suthentication to Password storage and replay using &
won't be able to launch the app from applications using the SAML (Security web browser extension or mobile app.
& Users and groups My Apps. Assertion Markup Language) protocol.

2 Single sign-on

> Provisioning

C Self-service

(_()_) Linked
Link to an application in My Apps
and/or Office 365 application launcher.

Security

Activity

Troubleshooting + Support

10. Now enter the Entity ID and Assertion Consumer Service URL (refer Step 7to know where to get
this) by clicking on Edit in the Step 1or by uploading the downloaded XML file.

[ e T ey =

Home  Enterprise applications | All applications » EQS DataSync SSO Training Basic SAML Conﬁguration X
EQS DataSync SSO Training | SAML-based Sign-on
Soterprtes Moglicnton & swe | A Gotfeedback?

T Upload metadatafile 7 Change single sign-on mode Test this application | 37 G

Identifier (Entity ID) *

The unique ID that identifies your application to Microsoft Entra ID. This value must be unique scross all applications in your
Microsoft Entra tenant. The default identifier will be the audience of the SAML respanse for DP-initiated SSO.

Overview

#
(D) Deployment Plan Set up Single Sign-On with SAML
X

Diagnose and solve problems An SSO implementation based on federation protocols improves securty, relibility, and end user exp —_—
implement. Choose SAML single sign-on whenever possible for existing applications that do not use ¢ Ll
v Manage more. hitps://datacenter eqscockpit com/api/sso/sami/metadata/193c09H1-cS9c-4e71-ba1l-b18391745
Properties Read th fig guide o for help QS DataSync SSO Training. Add identifier
2 Owners ()
Basic SAML Configuration .
&, Roles and administrators Reply URL (Assertion Consumer Service URL) ~
B el Identifier (Entity ID) hitps//testcom The reply URL is where the application expects to receive the authentication token. This is also referred to as the “Assertion
sers and groups Reply URL (Assertion Consumer Service URL)  hitps://test.com Consumer Service® (ACS) in SAML
D Single sign-on Sign on URL Optional
Relay State (Optional) Optional Index___Default
2 Provisioning Logout Urf (Optional)
hitps://datacenter. 1-balf-b16, 1 o
Add reply URL
C Self-service ©  ibutes & cisims
! givenname user givenname Sign on URL (Optional)
> Security surname usersumame Sign on URL s used if you would like to perform service provider-initiated single sign-on. This vaiue is the sign-in page URL
emailaddress user.mail for your application. This field is unnecessary if you want to perform identity provider-initiated single sign-on.
> Activity name user userprincipainame
i Identifi i nter a sgn
> Troubleshooting + Support Unique User Identifier useruserprincipainame | Enter a sign on URL
© s centcates Relay State (Optional) ©
i eethi The Relay State instructs the application where to redirect users after authentication is completed, and the value is typically a
i) URL or URL path that takes users to a specifc location within the application
Status Active
Thumbprint 31 [ Enter a relay state
Expiration 9/18/2027, 9:44:33 AM
Notification Email cladiomartins@egscom B |
App Federation Metadats Url \ https//login.microsoftonline com/643fobt Logout Url (Optional)
Cartificats (Base6d) Dowplopd This URL is used to send the SAML logout response back to the application.
Certificate (Raw) Download

Federation Metadata XML Downlosd [Enter s ogout
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Home > Enterprise applications | All applications > EQS DataSyne SSO Training

EQS DataSync SSO Training | SAML-based Sign-on X

Enterprise Application
T Upload metadata file | 7 Change single sign-on made 1= Test this apphication | &7 Got feedback?

1§ Overvien Upload metadata file.
Deployment Plan Values for the fields below are provided by EQS DataSync SSO Training. You may either enter those values manually
I " . =
X Diagnase and salve prablems or upload a pre-configured SAML metadiata file f provided by QS DataSync SSO Training
- am
~ Manage I “193¢09Hf-c58¢-4e71-ba1-b 18391745 1 eBami* EI
2 Owners
W pasic SAML Configuration 2 e
2. Roles and administrators Edit
Identifier (Entity ID) https:/test.com
& Users and groups Reply URL (Assertion Consumer Serviee URL) _ hitps://testeom

D single sign-on Sign on URL
Relay State (Optional
B Provisioning Logaut Url (Optienaly
© Self-service e Attributes & Claims
2 Edi
givenname user givenname.
> Securty sumame usersumame
emalladdress usermail
> Activity name user userprincipalname
Unique User Identifier useruserprincipalname

» Troubleshoting + Support

Inside the “Users and Groups” section of your enterprise application, assign all users and/or
groups which should have access to the EQS Compliance Platform. Be sure the current logged in
user in Compliance Cockpit is added here, so you can test the SSO when activatingit in
Compliance Cockpit.

= oo e ==

Home > Enterprise applications | All applications > EQS DataSync S50 Training

#s EQS Users and groups X
2 group:

Enterprise Appli

+ ndd user/group ) Refresh Manage view B Got feedback?
i Overview
(D The application wil appear far assigned users within My Apps. Set visibe ta users?* to na in properies to prevent his
[ oeployment Plan
X Diagnose and solve problems
Assign users and groups 1o app-roles for your application here: To create new app-roles for this application, use the application re
“ Manage
m v, search all users & groups
11l Properies
2 Owners Display name Object type Role assigned

i, Roles and adminisis

User User

O
O

D single sign-on

2 Provisioning

C Self-service

> Security

> Activity

> Troubleshooting + Support
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12. Also check the attribute mapping, by clicking on Edit in the Step 2 (Attributes & Claims) under
Single sign-on, to match the Employee email address or Employee ID attribute from your
Enterprise Application in the EQS Compliance Cockpit SSO Configuration.

Home > Enterprise applications | All applications > ISR | SAML-based Sign-on > SAML-based Sign-on > Attributes & Claims
Manage claim

E| Save X Discard changes SS" Got feedback?

Name * emailaddress

Namespace http://schemas.xmlsoap.org/ws/2005/05/identity/claims

~ Choose name format

Source * @ Attribute O Transformation O Directory schema extension

Source attribute * | user.mail

~ Claim conditions

~ Advanced SAML claims options

@ Settings x
+ Add 550 configuration

CT-QA-S50-Azure-SAML sam Eg s80 Configuration
28 DataSync Configuration

@ If you need help configuring SSO, please read our manual x

€ scivate 550 for ogin Py ——

+550 configuration name (recuired] ~550 URL {required]

CT-QA-550-Azure-SAML X i /643fobdc-a0a5-dbec-845b 79/sami2
*Entity D (roquired) Metadata U
https:f/sts.windows.net/843fbbdc-a0a5-dbec-845b-c5bboBAbCSTI/ https:/flogin.micrasoftonline.com/64 3fbbdc-a0as-dbec-B45b-c5bb984bes 78 federationr|
Attribute mapping
Select attribute endler
@ Emailaddress () Employee ID
* Autribute name (requied)
http
o)
jdMaFPKY7LIULp7]? ADAOMTIWMAYD y yb3NVZnQg@XplemUgRmVKZXIhdGVKIFNT TyBDZX J0aWZpY2FOZTAeFW
OyMZAIMTMRNTEWM|ZaFwOyNJASMTMxN NpY 3 0ZWQgUINPIEN
OCAQBAMIIBCOKCAQEAwyKTIWSTWC 4si0sx9ZW7ka8jfgL CGMTIKIgnOHSdcYP15nTChyfoN Y+ IMwOISWVIGRTOBLG/ TpL 3kkoHfcOVSZ71rgXnSXaq. +17aBH1DMBIeQ. BaNZ ykjIB2M
Yo TEAnies s it i biTRLE. 20 ADLEL0T 1B 1O £ B APl Porm e A ol IV b AR s B3 M DA T TBATA LA AL T P
hitps://api-compliance.eqs.qa/data-center/api/ssojsaml/metadata/b207ba7a-16be-4c0d-9a98-daBc04 bfalb &0

Advanced Settings.
By disabling this, user will be able to login, independent of the way the user authenticates via S50 (e.g. Password, MFA, etc)
@D RequestedAuthnContext

13. In case your license contains Integrity Line, you must also add a new attribute from EQS

Compliance Cockpit SSO Configuration into your Enterprise Application. If not, you can skip to
Step 14.
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~ @ Sattings %

CT-QA-550-Azure-SAML s

@ If youneed help configuring $50, please read our manual

EZ 550 Configuration
(3 Activate S50 for login

*550 URL Irecuired)

CT-QA-550-Azura-SAML ‘ ‘

*Eniity 1D (oo

https:/fsts.windows.net/64; H

Attribute mapping
Seiect st sentfier

® Email address () Employee ID

* Atiritn name frequired)

pilisch

*Coypia ey atrbute mams or ECS itegriy Line (requied)
cryptokey_ct_ga

" SAML signing certficate in raw format (equired)

MICEDC! gl A LiULy JgRMVKZX JhJGVKIFNTTYBDZX. FOZ
OyMAIMTMENTEWM] '3 Jve 29mdCBBenvy; AOCAGBAM Ak Bf
Al CGMTIKian0H 1 INTOHE + YUK JEUGIBLE

TOBLG/Tol TiraXnSXaa.

hitps:{fapi-compliance.eqs qa/data-center/api/sso/sami/metadatafb207baZa-16be-4c0d-9a98-dadcod 1bfalt

&0
Crypto key for EQS Integrity Line (L)
MZMAMOIow MM NIM3MTAZNTEXOTEXNDMwNZEXMTE M 3NIQTM ThwODI4MZMwODM2NJIZNTEZOTE3OTQ3MTlyMzAZMZMZNw == o
Aduanced Settings

8y disating this, user
@0 RequestedAuthnContext

iogi the way e via SSO (e.9. Passward, MFA, stc)

Home > Enterprise applications | All applications > | N EEE @ SAML-based Sign-on > Attributes & Claims >
Manage claim -

save X Discard changes A7 Got feedback?

Name * cryptoke:
[[epoe |

Namespace

| Enter a namespace URI

~ Choose name format

Source * @ Attribute O Transformation O Directory schema extension

Source attribute *

I | "Mzg3MjMSOTc 1 MIASMT cyMjgyMiMwNTcSNZE2NJOXNTKSMIQ 1 NZAXNDATMTgTNTATMTQwNjAyNjlyMJEZMDIZNDIyOTc=" I

~ Claim cond

ions

~  Advanced SAML claims options
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14. Now activate and Save the SSO configuration.

+ Add 550 configuration

@ Settings
CT-QA-SSO-Azure-SAML s - €2 550 Configuration
© If you need help configuring S50, please read our manusi

« @ DataSync Configuration
€ sctivate 550 forogin Delete S50 configuration

CT-QA-550-Azure-SAML

Email address () Employee ID

crypiokey.ctgal

*SAML sigring cortficate i ram fo

MICEDCC, P FADAOMTIWMAYDVQQD!
OyNJAIMTMINT
ALCGMTiKian

ZnQgOXplemUgRMVKZXINAGVKIFNTTyBDZX J0aWZpY 2F0Z TASF wOyMzAIMTMXNTEWMZaFw
i OCA EAwyK BW7KB|f
by il QBLG/Tol JkkoHfc 1+17aBHIDmBI=Q, TShiziv+eKeCHxIEADYB0 NTDL Z18k JEUILC

hitps:/fapi-compliance.eqs.qa/data-center/api/ssa/sami/metadata/b207ba7a- 16be-4c0d-2a06-dadc0d 1bfalb

&0
Crypto key for EQS Integrity Line (IL)

MZMAMDKw

ANTExOTEXNDMWNZGKMTEZMIK3NJQTMTKWODIAMZMWODM2N]IzNTEZOTE3OTQIMTIyM2A

ZAZMZMZ a
Advanced Settings

15. Logout and login again, this time with SSO by typing your e-mail address.

Ens \ English \

Compliance Cockpit

*Enter your email address

Forgot your password?
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Konto auswihlen

o [

—+  AnderesKonto verwenden

After activating the SSO, all users and groups assigned to the enterprise application are going to be
able to logininto the Compliance Platform.
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2.2 OpenlD Connect

OpenlD Connect (0IDC)is a protocol to verify user identities
and get user profile information. OIDC enables devices to verify
identities based on authentication done by an authentication
server.

2.2.1 Microsoft Entra

In this section we are going to setup SSO with Microsoft Entra, Microsoft's application to automate
identity lifecycle management.

This is done via the following steps:

Create an enterprise application in your Azure portal at https://portal.azure.com.

Create and configure a new OIDC connector within EQS Compliance Cockpit.

Configure the Azure enterprise application with EQS Compliance Cockpit Service Provider.
Activate and start using Single Sign-0n.

RN

2.2.1.1 Step-by-Step Process

1. Loginto EQS Compliance Cockpit with your user credentials.

2. Clickthe gearicon onthe top-right to open the settings sidebar.

3. Select “Global” and expand the SSO Configuration section, then click the “Add SSO configuration”
button to open the connector creation dialog.

S50 Configuration @ Settings

Configure SSO

€5 Password Settings
You haven't set up any SSO Configuration yet. — -
550 Configuration
If you need help configuring SSO, please read our manual Add SSO configuration q ?

4. Enter aname for your OIDC connector and the Configuration URL from your Enterprise
Application, if available, then click the “Create” button.



https://portal.azure.com/

Add new SSO configuration
‘What SSO configuration type do you want to add?
(O sAML @ OpeniD Connect
*SSO name (required)

| Azure PortalEnterprse Applcation

(if fived,

( 643000054

5. Anew connector configuration panel is shown in the “SSO Configuration” section. If you entered a
valid Configuration URL in the creation process, the red marked fields Authorisation URL, Token
URL, Scopes and Claims should be automatically filled, if not please fill them with the information

from your Enterprise Application. Ignore the automatic added data for Client ID and Client secret,
they will be configured in the next step.

Global Settings @ Settings x
Password Settings v < Global
S50 Configuration R @it Risks
Azure Portal Enterprise Application onc ~

Activate SSO for login

* 550 configuration name (required) * Authorisation URL (required)

[ Azure Portal Enterprise Application l [ om/643fbbdc-a0a5-4bec-845b J

 Token URL (required) “Chent authentication type

[ i i 0a5-4bec-845b- l Client secret set as POST ~ ‘

— = .
EE |

Claims

~ Emall attribute name (required)

et J

Callback Redirect URL

‘The follawing value must be used as the callback URL in the configuration of your Identity Provider (IdP.

6. It also displays the Callback Redirect URL, which is going to be configured in your Azure
enterprise application.
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Azure Portal Enterprise Application oinc ~
Activate SSO for login
* 5350 configuration name (required) * Authorisation URL (required)
Azure Portal Enterprise Application https://login.microsoftonline.com/64 3fbbdc-a0a5-4bec-845b-c5bb984bc!
*Token URL (required) *Client authentication type
https:/flogin.microsoftonline.com/643fbbdc-a0a5-4bec-845b-c5bb984bet | Client secret set as POST v
*Client ID (required) *Client secret {required)
80436073-cade-42b6-a8bd-42e670ca2271 sesssssssssessccsssssssscccssssssssanns @

*Scopes (required)

openid X
Claims
*Email attribute name (required) *Crypto key attribute name for EQS Integrity Line (required)
email cryptokey

Callback Redirect URL
urati fy jenti OViC ([

https://api-compliance.eqscockpit.com/data-center/api/sso/oidc/callback 0

Please copy and send this crypto key to your IT team to configure SSO. Do not log out of Compliance COCKPIT before the crypto key is configured
by your IT team.

Crypto key for EQS Integrity Line (IL)

MTKONjYINTMWNTMIMTA3NDYOMDQ10DIyOTkSMzYOMjAZNTcwNjI0OTIXMDg20TUXMDA4MDczOTYZMTAWMjIOMjIONg== (]

7. Open https://portal.azure.com and find your enterprise application, your IT department may want
to create anew one. Once you have your enterprise application, go to “Authentication” and add a
Web Redirect URI with the Callback Redirect URL value from the EQS Compliance Cockpit SSO
configuration:

S e e )

Home > EQS-CT-SSO-OIDC-DEV

5) I | /uthentication < - x

[ 2 search | =« A cotfeedbackr
B Overview

x
& Quickstart @ Got a secand to give us some feedback? =

" Integration assistant

»

X Diagnose and sove problerns Platform configurations

~ Manage Depending on the platform or device this application is targeting, additional configuration may be required such as
redirect URIs, specific authentication settings, or fields specific to the platform

Branding & properties To configure single sign-on, including SAML-based sign-on, try Enterprise applications.

‘l 3 Authentication

—+ Add a platform
Certificates & secrets

11! Token configuration

Quickstart  Dacs
= APl permissions Web o W
Redirect URIs
@ Expose an AP|
The URIs we will accept as destinations when retuming authentication respanses (tokens) after successfully authenticating or signing out users, The redirect
i App roles URI you send in the request to the lagin server should match one listed here. Also referred to as reply URLS. Lear more about Redirect URIs and their
restrictions
22 Owners )
i - | -~
4. Roles and | [ https/api-compliance.eqscockpit com/data-center/api/ssofoide/callback ] i
I Manifest Add URI

~ Support + Troubleshooting

& New support request

Front-channel logout URL



https://portal.azure.com/
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Also in the overview, copy the Client ID into the EQS Compliance Cockpit SSO configuration.

Home > App registrations

= oS-I x

P search E [il Delete (D Endpoints 51 Preview features
B Overview
~ Essentials
& Quickstart
#" Integration assistant
38924a3d- 1efb-4d20-9250-cedalddebc 4 Redirect URls + Bweb, 0:5pa. 0 public client
¥ Disgrose and solve protlems Object ID - o - Application ID URI : #dd an Apalcation 1D URJ
7 Manage pirectory renany 10 - 64 N 7 Managed sppiication in ... [
> Support + Troubleshooting Supported account types : My organization only
@ Starting June 30th, 2020 we will no longer add any new features to Azure Active Directory Authentication Library (ADAL) and Azure Active Directory Graph. We will continue to provide technical support and security updates but we will no.
langer provide feature updates. Applications will need to be upgraded to Microsoft Authentication Library (MSAL) and Microsoft Graph. Learm more
Get Started  Documentation
Build your application with the Microsoft identity platform
The Micrasoft identity platform is an authentication service, open-source [ibraries, and application management tools. You can create modern. standards-based
authentication solutions, access and protect APis, and add sign-in for your users and customers. Leam more
Global Settings @ Settings *
SSO Configuration ~
g & Global
R R Risks
‘ + Add SSO configuration
Azure Portal Enterprise Application oioc ~
() Activate SSO for login Delete SSO configuration
*550 configuration name (required) * Authorisation URL (required)
| Azure Portal Enterprise Application ‘ ‘ ht(ps://login.micrcsnflonline.com/5431bbdc»5055-4bec-SASb-csbeMI{
*Token URL (required) *Client authentication type
| hltps:/flcgin.micrusoﬂonl‘\ne.ccmfﬁidafbbdc-aDaS-Abec-EASb-chb98a4 ‘ Client secret set as POST v ‘
*Client D (required) * Client secret (required)
| 98924a3d-1efb-4d20-9290-cedaOdde6c34 ‘ ‘ IS ‘
*Scopes (required)
[ oo x |
Claims

*Emailattribute name (required)

| email ‘

Callback Redirect URL

The following value must be used as the callback URL in the configuration of your Identity Provider (IdP).

https://datacenter.egscockpit.com/api/sso/oidc/callback [u}




Now go to “Certificates & secrets”.

T =

Home  App registrations > EQS-CT-SS0-0IDC-PROD

EQS-CT-550-0IDC-PROD | Certificates & secrets = x
F seard o & P Gotfesdbackt
B Overvew
& Quickstart G { to identfy themsehves to the receiving tokens at a web addressable location (using an HTTPS
seheme). For a higher level of assurance, we recomemend using a certificate (instead of & client secret) as a credential
# Integration assistant

K Diagnose snd solve probiems
o i secrets and be found n the tss below.

' Mansge
=2 frsnding & properties
Centficates (3)  Client secrets (0)  Federated credentials (0)

D Authentication ——

A secret string that the application uses to prove its identity when requesting & token. Also can be referred to as application password,

T afigurati
oken configuration + Mew dient secret
- AP permissions
Deseription Eapires Value © Secret ID
@ Expose an API

N client secrets have been crested for this apphcation.
App roles

& Owners
& Roles and administrators
I Manifest

> Support + Troubleshooting

10. Create anew secret and copy the Value into the EQS Compliance Cockpit SSO configuration.

Home  App registrations » EQS-CT-55i PROD
EQS-CT-SS0O-0IDC-PROD | Certificates & secrets = x
Search B Got feedback?
B Owenien
& Quickstan @ Gota second 1o gve us some feedback? -
o Integration assistant
Credentils enable confidential agpiications 1o dentify themsehves to the authentication service when recehing tokens at a web addressable location (using an HTTPS
K Disgnose and solve probiems scheme).For a higher level o assurance, we recommend using a cerlicats instead of aclient secret) as a credsntia
~ Manage
B Branding & properties.
@ Aomiication regstraion cortfcates. secrets and fderated cradential can be found i the tas beiow
D Authentication
Certificates & secrets.
Certificates (0} Client secrets (1) Federated credentials (0)
11l Token configuration —_—
A secrot string that e aplication wses ta prove its dentity when requesting a token. Also can be refered to as application passmond.
=~ APl permissions
& Expose an 481 + New chent secret
i App roles Description Expires Vatue © SecretID
& Oumers Password uplosded on Wed Sep 252024 8/25/2026 bwbBQ- VL b gadtabe) 7 D
& Roles and
M Manifest
> Support + Troubleshooting
Global Settings @ Settings *
'§S0 Configuration « Ciobal
S M Risks
+ Add $S0 configuration
Azure Portal Enterprise Application onc ~
@) Activate 550 for login Delete SSO configuration
* $50 configuration name (required) * Authorisation URL (required)
Azure Portal Enterprise Application | hIIps‘mBgin.micmsUﬂnnlin:.curm‘sdiifbhdcfauaﬁ—dbecfﬁdﬁbfcﬁbbwd*
* Token URL {reguired) “ Client suthentication type
mtps;mogln‘m\cmsauanllne‘comisdEroba:-anaS-ﬂb«-edse-csobsadq Client secret set as POST ~ |
* Client 10 (required) * Client secret (required)
98924a3d-1efb-4d20-9280-cedadddebedd | bwhba Q- . CGdaj = |
* Seopes (required)
openid X |
Claims
* Emal attibute name (requirea)
email |
Callback Redirect URL
he folowing vakie must be used as the calback URL in the . o of your Kientiy Provider (07
https://datacenter.eqscockpit.com/api/ssofoidc/callback [u]
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11.  Go to "Token configuration” and create a new optional email claim of type ID, while checking the
checkbox for Graph API. Then, copy the Claim name into the EQS Compliance Cockpit SSO
configuration.

_ e et

Home > App registrations > EQS-CT-SS0-OIDC-DEV

+ IR | Token configuration
Some of these claims {upn] require Openid Connect scopes to be configured through

& Got feedback? the API permissions page or by checking the box below. Learn more

Add optional claim X

B overview Optional claims I- Turn on the Microsoft Graph profile permission (required for claims ta appear in token], I
-

ick:
Quickstart Optional claims are used to configure additional information which is retumed in ane or mare tokens, Learn more 7 m

& Integration assistant
Add optional claim |+ Add groups clsim O Access

X Diagnase and solve problems

O samL
“ Manage
1= Branding & praperties Claim © Description [®] Claim + Description
D Authentication The addressable emailfor this user, i the user has one O st User's account status n tenant
Cenificates & secrets ] sess Auth Context IDs of the operations the bearer is eligithe t
- APl permissians. [ an User's country/region

& Expose an AP email ‘The addressable email for this user, if the user has one I

App roles [ famity_name Prowdes the last name, surame, or family name of the us.
2 Owners [ fwd 1P address
&, Roles and administrators. [ given_name Provides the first or "given” name of the user, as set on th
[ Manifest [ incorp Signals if the client is logging in from the corporate netw,
> Support + Troubleshooting [ ipaddr The IP address the client logged in fram
[0 togin_hint Login hint
[[] onprem_sid On-premises security identifier
[[] preferred_usemame Provides the preferred username claim, making it easier 1.
[ pwd_exp The datetime at which the password expires
[ pwd_url A URL that the user can visit to change their password

Global Settings @ Settings x
SSO Configuration ~ < Global
@R Risks

| + Add SSO configuration

Azure Portal Enterprise Application oioc ~
C Activate SSO for login
*S50 configuration name (required) * Authorisation URL (required)

‘ Azure Portal Enterprise Application ‘ ‘ https:/jlogin.micmsoﬂonline.com/643fbbdc-aoas-4bec-EASb-chbQSdl{
= Token URL (required) *Client authentication type

‘ hn:ps:I/Iogin.micmsoﬂonl'\ne.com!&difbbdc-aOaS-4bec-845b-c5bb9844 ‘ Client secret set as POST ~ ‘
= Ciient ID (required) *Client secret (required)

‘ 98924a3d-1efb-4d20-9290-cedalddeBc34 ‘ bwb8Q~VntJYlwks3eeoKiLyjuSDrsb6a2_uC6daj ® ]

= Scopes (required)

[ o x |

Claims

= Email attribute name (required)

‘ email ‘

Callback Redirect URL
The following value must be used as the callback URL in the configuration of your Identity Provider (IdP).

https://datacenter.eqscockpit.com/api/sso/oidc/callback [u}
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12. In case your license contains Integrity Line, you must also add a new custom claim from EQS
Compliance Cockpit SSO Configuration into your Enterprise Application. If not, you can skip to
Step 11.

Azure Portal Enterprise Application opc ~
Activate SSO for login Delete SSO configuration
* SS0 configuration name (required) * Authorisation URL (required)

| Azure Portal Enterprise Application ‘ https:,’,’Iug\'n.micmsnflonline.com,’643fbbdc—aOaS-dbec-EMSb-chbQBdbc{

*Token URL (required) *Client authentication type

| https:,’f\ogin.microsaftonIine.comf6431bbdc-aDaS-llbec-&dSb-chbQBd,bc{ Client secret set as POST ‘

*Client ID (required) *Client secret (required)

| 80436073-cade-42b6-a9bd-42e670ca2271 ‘

ssescssssssssesssssssssssssssnassasnnens ® ‘

* Scopes (required)

| openid X ‘

Claims

* Email attribute name (required) *Crypto key attribute name for EQS Integrity Line (required)

| email

cryptokey ‘

Callback Redirect URL

https://api-compliance.egscockpit.com/data-center/api/sso/oidc/callback 0

Please copy and send this crypto key to your IT team to configure SSO. Do not log out of Compliance COCKPIT before the crypto key is configured
by your IT team.

Crypto key for EQS Integrity Line (IL)

MTKONjYTNTMWNTMIMTA3NDYOMDQ10DIyOTKkSMzYOMJAZNTcwNjI00TIxMDg20TUXMDA4AMDczOTY ZMTAWMIOM]jIONg== 0

12.1. To add a custom claim, make sure you have AzureADPreview module installed, before
running below commands in your PowerShell:

Connect-AzureAD

New-AzureADPolicy -Definition @('
{

"ClaimsMappingPolicy":

{

“Version":1,"IncludeBasicClaimSet":"true",

"ClaimsSchema":
[{"Source":"user","ID":"extensionattributel’,"SamIClaimType":"http://schemas.xmlsoap.org/ws/
2005/05/identity/claims/cryptokey”,"JwtClaimType":"cryptokey'}]

}

})-DisplayName "CryptokeyExtraClaim"-Type "ClaimsMappingPolicy"

12.2. Note the ID of the policy and assign it to your service principal using below command:

Add-AzureADServicePrincipalPolicy -Id serviceprincipal_ObjectID -RefObject!d policy_ID
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12.3. To confirm whether the policy is assigned or not, run below command:
Get-AzureADServicePrincipalPolicy -Id serviceprincipal_ObjectID

12.4. To assign a value to that claim, sign in as admin to Microsoft Graph Explorer and run the
below query, where the value is the value seem in the EQS Compliance Cockpit SSO
Configuration under Cryptokey for EQS Integrity Line (IL) label:

PATCH https://graph.microsoft.com/beta/me
{

‘onPremisesExtensionAttributes”:
{

"extensionAttributel":
"MTKONjYINTMwNTMIMTA3SNDYOMDQ10DIlyOTk5MzYOMjA2NTcwNjl00TIxMDg20TUxMDA4MDc
z0TYzMTAwM;IOMjIONg=="

}

12.5. Go to the Azure Portal in your Registered Enterprise Application and make sure to
set "acceptMappedClaims": true in the applications’ Manifest like below:

Home > App registrations > NN

oo I | vanifest x

carch ) mefresh A Got feedback?

B overview

@ Starting 12/2/2024 you will no langer b able to view, save, upload, or download the AAD Graph app manifest on this page. Please follow the steps described in manifest migr

guids 1o ensure a smoath migration.

Quickstart
B An app manifest is a JSON representation of an app registration. The Microsoft Graph app manifest and AAD Graph app manifest below both represent the settings of this app registration, However they are in different formats. You enly need
# Integration assistant to update one app manifest, and the system will automatically update the other one for them to match.

Disgnose and salve problems

b

Microsaft Graph App Manifest (New)  AAD Graph App Manifest (Deprecating Soon)

<

Manage
See Understanding the Microsoft Graph application manifest to leam how to edit Microsoft Graph app manifest
I Branding & properties

D Authentication Bl save X Discard Download Upload

Centificates & secrets 12 “15Dev1ce0nLyAUThSuppar
. 13 "
Il Token configuration 14
15
& API permissions "
17
18
1 App roles 19
20
&8 Owners 21

& Expose an AP|

&, Roles and administrators 23 nul

LackConfiguration”s null, .

1 Manifest ation”
rification”s null,

~ Support + Traubleshoating 26

B New suppont request 28

12.6. Then go to Expose an API, under Application ID URI, if your value is using the pattern
api://<GUID>, you must change to https://<yourTenantDomain>. i.e:
https://contoso.onmicrosoft.com:



https://developer.microsoft.com/en-us/graph/graph-explorer

& I ::pose an API

B Overview

-

Quickstart

Integration assistant

X Diagnose and solve problems
“ Manage
1= Branding & properties
2D Authentication
Centificates & secrets
111 Token configuration
9 API permissions

@ Expose an API

HL App roles
28 Owners
&, Roles and administrators
[ Manifest

“ Support + Troubleshooting

B New support request

l ) Copilot

A7 Got feedback?

lAppl.zanm 1D URI apizrsoa3607 I -

oo |

Scopes defined by this AP

Define custom scopes to restrict access to data and functionality protected by the APL An application that requires access to parts of this
API can request that a user or admin consent to one or more of these

‘Adding a scope here creates only delegated permissions. If you are looking to create application-only scopes, use ‘App roles' and define app 1
type. Go to App roles

- Add a scope

Scopes Wha can consent Admin consent display ... User consent display

api//B0436073-cade-42b6-a9bd-42670ca227 1 /us IB] Admins and users

Acces: EEEE.  Access BEN—
Authorized client applications

Authorizing a client application indicates that this APl trusts the application and users should nat be asked to consent when the client calls
this A1

- Add a chent application
Client 1d Scopes

N client applications have been authorized

Edit application ID URI X

The globally unique URI used to identfy this web APL It is the prefix for scopes and in access
tokens, it is the value of the audience claim. Also referred to as an identifier URL.

Application 1D URI
Ihupsfkq;gmuplas\mmmnsamm | |

== (o)




EQ)S crouvr

13. Now activate and Save the SSO configuration.

Global Settings £ Settings x
SS0O Configuration ~ < Global
@R Risks

+ Add SSO configuration

Azure Portal Enterprise Application ooc ~

Delete SSO configuration

*550 configuration name (required) * Authorisation URL (required)

‘Azure Portal Enterprise Application ‘ h\lps://Iog\'n.m\'crosofmnline.com/SASfbbdc-aOaS-Abec-SASb-chbQSdl{

“Token URL (required) *Client authentication type

https://login.micr line.com/643fbbdc-a0as ”bec-EASb-chbQEA*

Client secret set as POST “ ‘

*Client ID (required) *Client secret (required)

98924a3d-1efb-4d20-9290-ceda0ddec34 ‘

bwb8Q~VntJYlwks3eeoKilyjuSDrsb6a2_uC6daj ® ‘

*Scopes (required)

openid X ‘

Claims

*Emall attribute name (required)

email ‘

Callback Redirect URL

The following value must be used as the callback URL in the configuration of your Identity Provider (IdP)

https://datacenter.eqscockpit.com/api/sso/oidc/callback ()

14. Logout and login again, this time with SSO by typing your e-mail address.

S | English |

Compliance Cockpit

* Enter your emnail address

Forgot your password?

Continue
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EL)S srouvp

Konto auswdhlen

o [

+ Anderes Konto verwenden

After activating the SSO, all users and groups assigned to the enterprise application are going to be
able to login into the Compliance Platform.
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2.5 Frequently Asked Questions

Welcome to our Frequently Asked Questions (FAQ) section.
Here, you'll find answers to some of the most common
inquiries about our Single Sign-on. If you don't find what you're
looking for, feel free to reach out to our customer support
team for further assistance.

2.3.1 Isitpossible to have IDP-Initiated Login?

Yes, we do offer this capability.

2.3.2 Isitpossible to have Just-In-Time provisioning via SSO?

No, we do not offer this capability. Please give a look in our DataSync documents, we offer SCIM as a
solution for this.

2.3.3 Canaclientin Demo Status test/configure SSO?

Yes, but the demo user will not be able to login anymore. Also, if the license contains IL, be aware,
when going Live, the client will have to re-set the crypto key in the client's IdP.
2.3.4  Canuser e-mails have multiple different domains?

Yes, the only requirement is the user’s email have to exist in client’s |dP.

2.3.5  Whatis cryptokey?

Cryptokey is specific related to Integrity Line module, this key is used to encrypt all cases created and
only you have access to this key. Why do we need to add this key as an attribute? Because users, with
the correct permissions, need to be able to open cases.
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2.4 Troubleshooting

Welcome to our Troubleshooting. Here, you'll find step-by-step
guidance to help you resolve common issues you may
encounter while using Single Sign-on with our product. We've
compiled a list of typical problems along with practical
solutions to get you back on track quickly. If you need further
assistance, don't hesitate to reach our customer support team
for further assistance.

2.4.1  Authentication method error (SAML)

If you have issues related to the Authentication Method, like the image below:

Sign in

Sorry, but we're having trouble signing you in.

AADSTS75011: Authentication method "X509, MultiFactor’ by which the user
authenticated with the service doesn't match requested authentication method
‘Password, ProtectedTransport'. Contact the | :ppiication
owner.

Contact MyServiceDesk

Troubleshooting details X
If you contact your administrator, send this info to them

Copy ir d
Request Id:
Correlation Id:
Timestamp: 20 -27T18:17:50Z

Message: AADSTS75011: Authentication method 'X509, MuitiFactor’ by which the user
authenticated with the service doesn't match requested authentication method 'Password,
ProtectedTransport’. Contact the IntegrityHUB - PROD application owner.

Flag sign-in errors for review: Enable flagging
If you plan on getting help for this pro

within 20 minutes. Flagged events make diagnostics available and are raised to a n attention

You can turn OFF the RequestAuthnContext option in the Advanced Settings of the SSO
configuration in Compliance Cockpit.




EQ)S crour

@ If you need help configuring SSO, please read our manual x

() Activate SSO for login Delete SSO configuration

?‘SSO configuration name (required) . * S50 URL (required) )
L "
?‘Enl\t',- 1D (required) . Metadata URL )
Attribute mapping

?‘En'au attribute name (required) . * Crypto key attribute name for EQS Integrity Line (required) .
Ty —"
*SAML signing certificate in raw format (required)

[«
]

Crypto key for EQS Integrity Line (IL)

Advanced Settings
By disabling this, user will be able to login, independent of the way the user authenticates via SSO (e.g. Password, MFA, etc)

ReguestedAuthnContext
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